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Abstract— In today’s world, where advancement in
technology and Internet is flourishing by leaps and bounds, it
is also getting common amongst people of every age and
category which includes the mischievous ones too with wrong
intension of attacking the system. It is extremely important to
build a system with the best security measures. Intrusion
Detection System (IDS) is the most effective way to secure any
system and to detect any doubtful activity. IDS is commonly
available everywhere, with that being said the false alarm rate
which effects the accuracy of an IDS, is still a major concern.
In this work, experiments are carried out to tackle threats
using various Machine Learning (ML) algorithms, and their
outcome is analyzed. The results suggest an improved accuracy
if ML based IDS is employed using feature engineering along
with data mining techniques

contrast, Anomaly based IDS release the alarm if the
traffic behavior is different from normal traffic pattern. A
drawback of Anomaly based IDS is that it requires
extensive training and are expensive computationally.
Accuracy remains the main issue in both, in this experiment
we have come up with some techniques which can help in
achieving higher accuracy. IDS can be classified into
different types such as Network based IDS (NIDS) [4] and
Host based IDS (HIDS) [3]. Regardless the type, there are
four main steps to design an IDS as shown in Fig. 1.
Data Collection
• Collection of important
information like details of
protocols, hosts, addresses,
and previous intrusions.

Data Cleaning
• Extract features which are
significantly important.
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I. INTRODUCTION
In today’s modern era, cyber security is of importance
while designing any network. Internet is a great source of
knowledge of everything good, however it has also given
an equal opportunity to the criminal minded people to
learn several ways to harm any valuable data or system [1].
The heterogeneous nature of networks along with the
complex underlying networking has made cyber security a
lot more challenging than ever before.
Intrusion is the set of attempts that are made to
compromise the confidentiality, integrity and availability
of resources of a system at any computing platform. Antiphishing working group has released a report which states
about 227,000 detections of malware occur on daily basis,
which are also linked to more than 20 million new
detection of malware attacks daily [2].
IDS is the combination of software and hardware,
designed to monitor traffic for any malicious activity and
alarm the system or admin. To detect this malicious
activity, IDS can either use database of signatures that
contain pattern of malicious activities to be matched [3]. A
drawback of Signature based IDS is if the attacker’s
signature is new, it would not be able to detect it. In

• Train and Test the data using
selected method

Method Selection
• Choose appropriate
technique

Fig. 1. Steps involved to design an IDS

II. DATASET DESCRIPTION
A. KDD-99 Cup Dataset
In 1988, at Lincoln labs, the TCP dumped data was
captured for 7 weeks which resulted in 4.8 million records
[2]. This dataset is multi-variant and is widely used to train
algorithms. Attributes used in this dataset are integer and
categorial in nature. It contains 42 attributes and 4 different
patterns of attacks plus the normal traffic pattern. These 4
different attack patterns are as follows,
 Denial of Service (DoS): This category aims to
interrupt and freeze the normal functioning of the
system [5]. Attack types can be Smurf, Pod.
 Probing: This type of attack aims to gather
information about the target / victim and use
vulnerabilities like backdoor, poor password, open
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ports to harm the system [6]. For example, port
scanning.
 User to Root (U2R): The aim is to gain access to the
root from a normal user login [7], [8]. For example,
Buffer overflow attack
 Remote to Local (R2L): The aim is to gain
unauthorized local access to the victim’s machine
from a remote machine. For example, like guessing
password to gain access.
B. NSL_KDD Dataset
KDD Cup 99 dataset has quite a lot of issues such as
redundancy, skewed and non-stationary nature. Researchers
proposed a new modified version of this dataset which is
called NSL-KDD dataset. It consists of only selected records
to deal with the drawbacks of KDD Cup 99 [9]. However,
the dataset still faces some problems when it comes to
recognize attacks having low footprint [10]. Fig. 2 shows the
data distribution of NSL-KDD dataset, where there are nonoverlapping samples in Training and Testing Set

B. Feature Engineering using Data Mining Technique
All categorical attributes are converted to binary via
one- hot encoding and label encoding technique. Later,
Recursive Feature Elimination (RFE) method is used to
eliminate features having least impact on prediction. In
other words, features important to recognize the attacker
are selected. RFE method has valuable impact on the
performance of ML based algorithms.
Data mining techniques involve generation of new
information from a huge bank of information. In this case, it
is used to build 4 different datasets based on 4 different
attack types. This process involves careful selection of
features as wrong selection may make the model take longer
time to predict [16]. Fig. 3 shows the importance of each

feature in descending order.
Fig. 3. Distribution of Importance of Features in Descending order

C. Machine Learning
Various best supervised ML algorithms are explored as
follows.
Fig. 2. Distribution of Attacks in Training and Testing Set of NSL-KDD
Dataset

III. METHODOLOGY
IDS requires a constant human supervision in order to
work perfectly, however rapid growth in technology and
increasing rate of zero-day attacks (new attacks) has made it
difficult for humans to take prompt and accurate actions [11].
In this work, we have utilized various Machine Learning
(ML) algorithms to train and test over benchmarked datasets.
The performance of it is compared in mitigating all four
types of attacks. Several researchers [12], [13], [14], have
stated that most of the published work experimented using
only 10% of training set as the full dataset has 4,898,431
records in total with 22 attack types that are unlabeled. The
labelled dataset is only 10% of the full dataset.
A. Data collection, labelling and analysis
A relevant data is collected from raw NSL-KDD dataset
[15]. Later, the data is labelled, and attack type is distributed
properly along with the analysis of dimension for training
and testing set.

 Random Forest: In this, the number of trees is directly
proportional to the results it can achieve. The greater
the number of trees, the more accurate the results
gets. The method involves recognizing the root node
and later splitting the nodes connected to the features
randomly. Random Forest is created and utilized to
predict the results [17].
 K-Nearest Neighbor: This is a non-parametric method
used to solve classification problem. There are no
assumptions for data distribution which is underlying.
It utilizes the “K” number of neighbors as core
deciding factor by calculating the distance between
input and test data according to the following
formula,






 Support Vector Machine (SVM): The trained models
of SVM can efficiently perform both linear and nonlinear classification. It is computationally practical
and is used in Network based IDS [18].
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 Ensemble Learning: It is utilized to combine the
results of all the algorithms for the purpose of
improving the outcome. This method is similar to
Ada-Boost based algorithm, where weak classifiers
are combined to build a strong classifier. The
outcome suggest that ensemble learning predicts
better than Ada-Boost [19].

TABLE I.
CONFUSION MATRIX OF RANDOM FOREST
ALGORITHM AGAINST DOS ATTACK USING TESTING SET
ACTUAL CLASS
Attack

 Artificial Neural Network: A model based on
connected units or nodes that process information
similar to the biological nervous system in brain.
D. Metrics Analysis
 The predictions or outcome of ML based IDS are
represented in the form of confusion matrix or error
matrix, which has 4 parameters, described as follows.
 True Positive (TP): It occurs when there is an attack,
and the model recognizes the attack.
 True Negative (TN): It occurs when there is no
suspicious activity or attack, and the model predicts
nothing.
 False Positive (FP): It occurs when there is no cyberattack, and the model predicts there is one.
 False Negative (FN): It occurs when there is a cyberattack, and the model predicts nothing.
E. Performance Measurement
Performance of deployed ML algorithms is measured via
parameters such as Accuracy, Precision, Recall and F1score.
 Accuracy is measure of correctly predicted outcomes
and is represented as the ratio of correct predictions to
total number of predictions.

PREDICTED
CLASS

Using the results from confusion matrix, the performance
parameter “Accuracy” is calculated to be around 99%. The
summarized results of “Accuracy” for various ML based IDS
are shown in TABLE III. The high accuracy rate shows that
the model is robust against False Alarms. To further explore
the extend of IDS, Artificial Neural Network (ANN) based
IDS was designed and developed. Similar, procedure was
adopted to assess its performance. The results of ANN based
IDS against training set turned out to be 98.48%. Whereas
the prediction performance against the testing set turned out
to be 98.49%.
TABLE II.

PREDICTED RESULTS APPYING RANDOM FOREST
ALGORITHM

ALGORITHM
Random Forest

ATTACK
DoS

Probe

 Precision is defined as the count of TP over the count
of both positives (TP+FP).

U2R

R2L


Recall represents the ratio of correctly predicted
results to the correctly predicted outcome (TP)
and wrongly predicted negatives (FN).





Random Forest based IDS was trained using data mining
techniques to utilize 13 best features of each category. We
visualize the performance of Random Forest based IDS using
confusion matrix as shown in TABLE I.

PARAMETER
Accuracy
Precision
Recall
F-measure
Accuracy
Precision
Recall
F-measure
Accuracy
Precision
Recall
F-measure
Accuracy
Precision
Recall
F-measure

VALUE
0.99773 (+/- 0.00224)
0.99826 (+/- 0.00379)
0.99638 (+/- 0.00416)
0.99718 (+/- 0.00293)
0.99357 (+/- 0.00465)
0.99141 (+/- 0.00544)
0.98673 (+/- 0.01054)
0.98964 (+/- 0.00697)
0.99724 (+/- 0.00304)
0.96673 (+/- 0.10915)
0.82474 (+/- 0.22009)
0.85368 (+/- 0.12596)
0.97928 (+/- 0.00538)
0.97376 (+/- 0.01311)
0.96551
(+/- 0.01201)


0.96913 (+/- 0.00994)

TABLE II shows the readings of different performance
parameters such as accuracy, precision, recall and F-score
using only Random Forest algorithm on testing test. These
different parameters give us a deep analysis in terms of
understanding.

TABLE III.

IV. EXPERIMENTS

40
7416

The rows in the confusion matrix represent the prediction
and the column represent the actual class. The results from
confusion matrix suggest that TP = 9671 and TN = 7416,
which means the model correctly predict DoS attack.
Similarly, FP = 40 and FN = 44 shows that the model
inaccurately predicted the DoS attack





Attack 9671
No Attack 44

No
Attack

ACCURACY TABLE OF DIFFERENT ATTACK
TYPES

ALGORITHM
Random Forest

ATTACK TYPE
DoS
U2R
R2L
Probe

ACCURACY
99.773%
99.724%
97.928%
99.357%
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K-Nearest Neighbor

Support Vector Machine

Ensemble Learning

DoS
U2R
R2L
Probe
DoS
U2R
R2L
Probe
DoS
U2R
R2L
Probe

99.715%
99.703%
96.737%
99.077%
99.371%
99.632%
99.632%
98.450%
99.785%
97.198%
99.724%
99.242%

TABLE III gives the accuracy percentages achieved
using four different algorithms on testing set. Use of
different techniques as well as merging these different
techniques can definitely have a positive impact on accuracy
of the designed model.
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V. CONCLUSION AND FUTURE WORK
Experimental work suggests that merging different
techniques can help achieve high accuracy of ML based IDS.
Techniques such as Feature Engineering, Data Mining and
Recursive Feature Elimination have played a pivotal role in
achieving high accuracy rate. It was assumed that Artificial
Neural Network based IDS would perform best, however the
outcome suggests otherwise. The reason for this behavior
can be complex tweakable training parameters such as
activation function, learning algorithms and weights. In
future, we intend to analyze further and design intelligent
self-adaptive IDS due highly variable traffic patterns
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